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Overview

At DMP Hosting, the security of our clients’ websites and online operations is a core priority. All
websites hosted through DMP Hosting are built on WP Engine, a leading managed WordPress
hosting provider trusted by businesses worldwide.

This document provides a high-level overview of the security protections in place for websites
hosted on DMP Hosting and explains how these controls help reduce cyber-security risk for both
websites and the businesses they support.

Managed Hosting Security by Design

Unlike traditional shared or self-managed hosting, DMP Hosting leverages WP Engine’s managed
security environment, where many critical protections are enforced at the platform and
infrastructure level rather than left to individual site owners.

Core Security Protections in Place

1. Encrypted Traffic (HTTPS & TLS)

e SSL/TLS encryption enabled
*TLS 1.2 and 1.3 enforced
¢ Deprecated protocols disabled

2. Network-Level Protection & DDoS Mitigation

¢ Enterprise firewall

¢ DDoS mitigation

¢ Traffic filtering

¢ Global edge delivery

3. Web Application Firewall (WAF)

* Blocks exploit patterns
* Protects against WordPress vulnerabilities
e Continuously updated rules
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4. Platform Hardening & Isolation

¢ OS hardening

¢ Malware detection

¢ Environmentisolation
e Continuous monitoring

5. Secure Administration & Access Controls

* Encrypted admin/login access
e Secure sessions
¢ Brute-force protections

Shared Responsibility Model

WP Engine manages infrastructure security and platform hardening. DMP Hosting manages hosting
configuration and best practices. Clients remain responsible for passwords, access control, and
internal business policies.

Frequently Asked Questions

Do | need cyber insurance?

Cyber insurance is recommended for most businesses. While hosting security reduces risk,
insurance helps protect against business interruption, phishing, ransomware, and internal
incidents.

What does hosting cover vs. my business?

Hosting security protects the website infrastructure and platform. Businesses are responsible for
internal systems, email security, employee access, and operational controls.
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